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Basics

• Private key is used to sign the application
> Can you can trust the signature in the application?

• Public key is used to verify that the signature is 
authentic
> Private and Public keys are mathematically related to 

each other.
> “Root certificate” is embedded in the phone by the 

manufacturer to verify the content which has been 
signed with the private key. 



June 2, 2009Unified Testing Initiative    Java Verified     |

Java ME application signing

Example with a Publisher ID, three steps:

• Export the Publisher ID from the Internet Explorer

• Exporting the Publisher ID to a key store file

• Sign an application 
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Signing?

• Protects the application
> What if I hack an application? 

• After signing, two new fields in the JAD file:
> MIDlet-Certificate-1-1
> MIDlet-Jar-RSA-SHA1
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During application installation

• What is this that I’m installing?
> MicroEdition-Configuration: CLDC-1.0
> MicroEdition-Profile: MIDP-2.0

• Is the certificate valid?
> Date and time

• Permissions?
> Are they declared properly?
> Did you declare the right permissions? 

• MIDlet-Permissions-Opt:

• Domain
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Domain

Unidentified 3rd party 
protection domain

Identified 3rd party 
protection domain

Operator domain

Manufacturer domain
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Protection domain determines 
the user permissions

• Not allowed
> “No, the application cannot do that!”

• Ask every time – one shot
> “Every time the application wants to use a feature the user 

is prompted.”

• Ask first time – session 
> “When I run the application, the first time the feature is 

used the user is prompted.”

• Always allowed – blanket 
> “No questions asked”
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MIDP 2.0 – network access

• Unidentified 3rd party protection domain: 
= Application is not signed
> Not allowed, Ask every time, Ask first time

• Identified 3rd party protection domain:
= Signed application 
> Not allowed, Ask every time, Ask first time, Always 

allowed

• The Challenge: Different implementations in 
devices
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Signing applications

• Thawte and VeriSign offer code signing certificates
> You have the physical private key at your disposal 
> Requirements: Successful vetting & € / $
> The corresponding root certificates are not in most of the 

devices
> The signature is valid only the time period the signing 

certificate is valid, 1-3 years.

• Java Verified offers different signing opportunities
> Intention of being “one stop shop” instead of multiple 

programs
> Signature is valid for 10 years

Which one to use?
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What is happening in Java Verified

• To protect your identity and applications:
> Publisher ID

• To enable testing your application as signed:
> R&D Signing

• To make testing of applications easier
> UTC 3.0

• To make access to services easier
> New portal
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Publisher ID – NEW!

• A passport to Java Verified services
> Can be obtained after successful vetting
> Valid for one year
> Cost is $200 US per year
> Provided by TC Trustcenter

• To protect your application and identity
> A submitted application must be signed with a Publisher 

ID
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R&D Signing

Sign your 
application 

with 
Publisher ID

Install to 
your device
for testing 
purposes!

Change 
the date on
the device

Time of 
signing
-7 days

Submit
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UTC 3.0

• Outlining the requirements for Java ME applications:
> Application installation and start up
> UI clarity and consistency 
> Language support and text problems
> Application and the phone co-operation
> Application creating connections and things related to that
> Using and accessing PIM data

• Reducing the amount of testing, basic thinking:
> First a “mother” version of the application is built
> That is used to port the application to several “children”
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Combining UTC 3.0 
and supported devices list

• Supported devices list has over 543 devices 
> Split into Lead device (144)
> And other devices (369)
= Device family

• Adding a new element: Platform
> Consisting on several device families

• Basic rule:
> Full test of the application with one device per platform.

• Tested on a lead device
> The rest of the application versions receive reduced amount 

of testing
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New access to the new services

https://my.trustcenter.de/JVCodeSigningPortal
http://www.javaverified.com/
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Summary

• Java Verified root certificate is the most widely 
available root certificate in Java ME devices.

• Java Verified program reduces complexity - “one 
stop shop” for application testing with the new 
services

• Java Verified is required, recognized and supported
by major manufacturers and operators

• For the biggest market exposure, use Java Verified 
Program
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